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Mr. Chairman, Ranking Member Scott, and Members of the Subcommittee:  Thank you for the
opportunity to testify about the Foreign Intelligence Surveillance Act (FISA) “wall” between intelligence
and law enforcement, and the role of the USA Patriot Act in tearing it down.1  As you know, I worked
on this issue when I was at the Department of Justice (DOJ), and while I have been out of government
since May 2003, I maintain an active interest in national security matters.  Of course, in appearing
before you today, I speak only for myself, and not for any former or current employer, including DOJ
and Time Warner Inc.

My written testimony begins by looking backward, describing in some detail the rise and fall of
the FISA wall.  To understand the wall, it is necessary first to understand FISA:  As the Foreign
Intelligence Surveillance Court of Review observed in November 2002, the wall “emerges from [an]
implicit interpretation of FISA.”2  Accordingly, Part 1 of my testimony summarizes the provisions of
FISA that gave rise to the wall – those requiring that electronic surveillance and physical searches be
motivated (at least in part) by a “purpose” to obtain “foreign intelligence information.”  Part 2 explains
how interpretation of those provisions led to limits on coordination between intelligence and law
enforcement, and also describes efforts by the Department to overcome those limits both before and
after September 11, 2001.  Thus, for example, Part 2 discusses internal DOJ procedures from July
1995 and thereafter, Sections 218 and 504 of the Patriot Act, and the government’s first appeal from
the Foreign Intelligence Surveillance Court (FISC) to the Court of Review.

Part 3 of my testimony looks forward, and tries to predict what will happen according to
whether the sun is allowed to set on Section 218.3  I do not pretend to be neutral on these matters, and
so my written testimony also offers recommendations about what should be done.  But caveat emptor: 
my recommendations arise from my experience, which is now nearly two years out of date; the
government witnesses, including Mr. Fitzgerald, will surely have more current information available to
them.

1.  FISA’s “Purpose” and “Foreign Intelligence Information” Provisions.

As you know, FISA governs electronic surveillance and physical searches of foreign powers
and their agents inside the United States.  Applications for FISC orders authorizing searches or
surveillance must contain two important statements that bear on the FISA wall.  First, each application
must identify or describe the target of the search or surveillance, and must establish that the target is
either a “foreign power” or an “agent of a foreign power” – terms that are defined in the statute.4  To
approve the application, a judge of the FISC must find “probable cause” to believe that the target of the
search or surveillance is a foreign power or an agent of a foreign power.5



2

Second, each FISA application must include a certification from a high-ranking Executive
Branch official, such as the Director of the FBI, concerning the purpose of the search or surveillance. 
As enacted in 1978, FISA required the official to certify that “the purpose” of a surveillance was to
obtain “foreign intelligence information.”6  In October 2001, Section 218 of the USA Patriot Act
amended FISA by replacing “the purpose” with “a significant purpose” in the required certification.  To
approve the FISA application where the target of the search or surveillance is a “United States person”
– e.g., a U.S. citizen or permanent resident alien – the FISC must find that the government’s
certification is not “clearly erroneous.”7

a.  The “Primary Purpose” Test.

The FISA wall emerged from interpretations of FISA’s purpose requirements.  Before the
Patriot Act, those requirements raised two legal questions.  First, how much purpose to obtain foreign
intelligence information does the statute require?  Must obtaining foreign intelligence information be the
government’s sole purpose, the primary purpose, a substantial purpose, a significant purpose, or merely
a non-trivial purpose for conducting a search or surveillance?  Following a 1980 decision,8 every
federal court of appeals to decide the issue before the Patriot Act held that the government’s “primary
purpose” must be to obtain foreign intelligence information.9

The second question is definitional:  What, exactly, is “foreign intelligence information”?  Since
1978, FISA has defined that term to include “information that relates to, and if concerning a United
States person is necessary to, the ability of the United States to protect against” attack, sabotage,
international terrorism, or espionage committed by a foreign power or an agent of a foreign power.10 
As this language makes clear, “foreign intelligence information” must be relevant or necessary to
“protect” against foreign threats to national security, but FISA does not prescribe how the information
may or must be used to achieve that protection.  In other words, FISA does not discriminate between
protection through intelligence, diplomatic, economic, military, or law enforcement efforts, other than to
require that those efforts be “lawful.”11  The 1978 legislative history of FISA confirms the statute’s plain
language.12

Nonetheless, beginning in the 1980s, the federal courts generally either implicitly assumed or
concluded that “foreign intelligence information” excludes information relevant or necessary to protect
national security using law enforcement methods.13  Under this approach, information needed to recruit
an international terrorist as a double agent was foreign intelligence information, because recruitment is a
method of protecting against terrorism that does not involve law enforcement.  However, information
needed to indict and prosecute an international terrorist was not foreign intelligence information. 
Although prosecution clearly can protect against terrorism – by deterring, incapacitating, or encouraging
cooperation from terrorists in exchange for leniency – prosecution is a law enforcement method.14  By
drawing this distinction, courts created a dichotomy between law enforcement methods and all other
methods (including intelligence methods) of protecting national security.15
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In keeping with these judicial interpretations of FISA, prosecution of an international terrorist
could be a secondary purpose of FISA surveillance, but not the primary purpose.  If prosecution
became – or was perceived to have become – the primary purpose of FISA surveillance, then the
surveillance would have to stop, and any evidence thereafter obtained or derived from FISA would be
suppressed.16

In their oversight capacities, the House and Senate Intelligence Committees expressed support
for this restrictive approach.  For example, the Senate Intelligence Committee opined in a 1984 report
that “the Justice Department should” not use FISA “when it is clear that the main concern with respect
to a terrorist group is domestic law enforcement and criminal prosecution.”17  The House Intelligence
Committee announced a similar opinion that same year, arguing that “the wiser course” is not to use
FISA “once prosecution is contemplated, unless articulable reasons of national security dictate
otherwise.”18

b.  Application of the “Primary Purpose” Test.

To determine the government’s primary purpose for using FISA in particular cases, courts
could not rely on who was being targeted, or even on what information the government obtained or
tried to obtain from the search or surveillance.  That is because a FISA wiretap conducted for a law
enforcement purpose – such as prosecuting a spy for espionage – would typically be indistinguishable
on those grounds from a FISA wiretap conducted for a traditional intelligence purpose – such as
recruiting the spy as a double agent.  By and large, the same individuals would be targeted, and the
same facilities would be monitored to the same degree, in both cases.  As the FISC acknowledged,
“most information intercepted or seized” under FISA is of interest to both law enforcement and
intelligence officials alike – “e.g., the identity of a spy’s handler; his/her communications signals and
deaddrop locations; the fact that a terrorist is taking flying lessons, or purchasing explosive
chemicals.”19

Unable to rely on who or what was being searched or surveilled, courts instead determined the
government’s purpose by reviewing consultations between intelligence and law enforcement officials. 
The more consultations that occurred concerning an intelligence investigation, or the use of FISA within
that investigation, the more likely courts were to find an improper law enforcement purpose.  Although
there are relatively few published cases in this area, in an important decision issued in 1980, a federal
appeals court determined the government’s primary purpose by examining the consultations between
intelligence agents (who were conducting the surveillance) and prosecutors (who eventually brought
espionage charges against the defendant).20  The court of appeals agreed with the district court’s
decision to suppress evidence obtained from electronic surveillance after consultations and coordination
had shifted the government’s “primary purpose” to prosecution:

In this case, the district court concluded that on July 20, 1977, the investigation of [the
defendant] had become primarily a criminal investigation.  Although the Criminal
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Division of the Justice Department had been aware of the investigation from its
inception, until summer the Criminal Division had not taken a central role in the
investigation.  On July 19 and July 20, however, several memoranda circulated between
the Justice Department and the various intelligence and national security agencies
indicating that the government had begun to assemble a criminal prosecution.  On the
facts of this case, the district court’s finding that July 20 was the critical date when the
investigation became primarily a criminal investigation was clearly correct.21

In February 1995, the Department of Justice’s Office of Legal Counsel (OLC) prepared a
memorandum summarizing the law in this area.  After discussing the relevant cases, the OLC
memorandum concluded that “courts are more likely to adopt the ‘primary purpose’ test than any less
stringent formulation,” and that “the greater the involvement of prosecutors in the planning and execution
of FISA searches, the greater is the chance that the government could not assert in good faith that the
‘primary purpose’ was the collection of foreign intelligence.”22

2.  The FISA Wall.

The foundations of the FISA wall lie in the “primary purpose” test as described above.  The
history of the wall – its rise and subsequent fall – can be divided into several discrete periods:  (a) from
FISA’s enactment in 1978 to the investigation of Aldrich Ames in 1993 and 1994; (b) July 1995, when
DOJ adopted new internal coordination procedures; (c) DOJ’s efforts to overcome limits on
coordination associated with the July 1995 procedures before September 11, 2001; (d) the USA
Patriot Act, which was signed into law by the President in October 2001; (e) efforts to implement the
Patriot Act with the FISC, culminating in the FISC’s decision in May 2002; and (f) the government’s
appeal to the Court of Review, culminating in the Court of Review’s decision in November 2002.  Each
of these periods is described below.

a.  From FISA’s Enactment to the Ames Case.

In response to court decisions adopting the “primary purpose” test (and perhaps also in light of
Congressional preferences), the Department of Justice limited coordination between its intelligence and
law enforcement officials.  The early history of the FISA wall is recounted in an authoritative report
issued in May 2000 by the Attorney General’s Review Team (AGRT) – a group directed by Attorney
General Janet Reno to evaluate the handling of the espionage investigation of Wen Ho Lee.  According
to the AGRT Report, from 1984 to 1993, under unwritten rules, the Criminal Division was regularly
briefed by the FBI about ongoing intelligence investigations concerning espionage, and was allowed to
assert that an intelligence investigation should be transformed into a criminal investigation.  However,
prosecutors “knew [they] were not to ‘direct’ the [intelligence] investigation or to suggest the use of
FISA for criminal investigative purposes.”23  Thus, the Department of Justice’s Criminal Division played
only a “defensive role” in coordinating with intelligence officials of that era.24



5

In 1993 and early 1994, during the investigation of Aldrich Ames, coordination between
intelligence and law enforcement officials apparently became quite robust.  As explained in the AGRT
Report, this troubled the then-Counsel for Intelligence Policy, who heads the Office of Intelligence
Policy and Review (OIPR), a Department of Justice component that represents the government before
the FISC.  The Counsel “raised concerns with the Attorney General that the FISA statute had been
violated by these contacts” between intelligence and law enforcement officials.25  The Counsel believed
that coordination “during the Ames investigation could be used by defense counsel to cast doubt upon
the ‘primary purpose’ of the FISA surveillance and thereby jeopardize the prosecution.”26  There may
also have been concerns about whether the FISC would continue to grant FISA applications. 
Thereafter, according to the AGRT Report, the “‘backdoor’ channel between the FBI and [the
Criminal Division] was * * * closed.  Because of the perceived threat to obtaining FISA coverage,
[FBI] Deputy Director Bryant made it clear to the agents that this was a ‘career-stopper’ if they
violated this rule.”27

b.  The July 1995 Procedures.

On July 19, 1995, following discussions among various Department of Justice components
growing out of the aftermath of the Ames case, Attorney General Reno approved FISA coordination
procedures that applied in most cases.28  By their terms, the July 1995 Procedures required a certain
level of coordination.  For example, they directed the FBI to notify prosecutors when information
developed in an intelligence investigation “reasonably indicate[d]” the commission of a “significant
federal crime.”29  Moreover, where FISA was being used in an intelligence investigation, the July 1995
Procedures allowed the Criminal Division to give “guidance to the FBI aimed at preserving the option
of a criminal prosecution,” a standard understood to permit advice designed to avoid a “’screw up’” of
the potential criminal case.30

In practice under the July 1995 Procedures, however, coordination was limited in three
important ways.  First, although the Procedures allowed advice aimed at “preserving” the possibility of
prosecution, by negative implication the Criminal Division was understood not to be authorized to give
advice aimed at “enhancing” the possibility of a prosecution.  In practice, it turned out, the line between
preserving and enhancing advice was so murky that advice-giving was substantially curtailed.31  Indeed,
the July 1995 Procedures warned the FBI and the Criminal Division to “ensure that advice intended to
preserve the option of a criminal prosecution does not inadvertently result in either fact or the
appearance of the Criminal Division’s directing or controlling the [intelligence] investigation toward law
enforcement objectives,”32 a standard that encouraged reticence in the face of uncertainty about what
was authorized.  Second, concerns about limits on advice-giving also inhibited information-sharing.33 
As the AGRT Report explains, OIPR sought to limit advice-giving between intelligence and law
enforcement, and its “presence at meetings between the FBI and the Criminal Division” was
characterized as “‘intimidating’ because of concerns about jeopardizing FISA coverage by asking for
advice.”34  Thus, meetings between intelligence and law enforcement officials did not include “ordinary
interaction between agents and prosecutors”; instead, these meetings were “‘surreal’ and ‘weird,’” with
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“an OIPR attorney present to hear the [FBI’s] briefing and [the Criminal Division] acting like a ‘potted
plant.’”35  Third, although the July 1995 Procedures did not expressly require OIPR to attend meetings
between the FBI and the Criminal Division, OIPR’s desire to attend created “substantial delays in
scheduling” the meetings.36  OIPR understood that it was limiting coordination, but it believed that such
limits were necessary to avoid violations.37

c.  Efforts to Improve Coordination Before September 11, 2001.

The Department of Justice was aware of problems arising from limits on coordination well
before the September 11, 2001 attacks, and it made efforts to overcome the limits, but with only
modest success.38  The AGRT Report describes unsuccessful efforts to deal with coordination issues in
1996 and 1997, including a memo clarifying the July 1995 Procedures that was never sent, and a
working group that disbanded without making a written recommendation for change.39  In January
2000, Attorney General Reno directed the FBI to provide the Criminal Division with all of its annual
“letterhead memoranda” (LHMs) summarizing espionage investigations of U.S. persons.40  Also in
2000, the Department created several high-level working groups to consider the recommendations set
forth in the AGRT Report, including one group that submitted several proposed revisions to the July
1995 Procedures that were never acted upon.41

During the spring and summer of 2001, DOJ implemented other changes to the FISA program,
including some measures designed to ensure coordination and compliance with the July 1995
Procedures.42  On August 6, 2001, the July 1995 Procedures were clarified and modified in a memo
issued by Deputy Attorney General Larry Thompson.43  The August 2001 memo was the product of
two conflicting concerns:  the Department’s understanding of problems resulting from the wall, and its
inability to tear down the wall unilaterally.44  The memo began by observing that the July 1995
Procedures “remain in effect today.”45  It maintained the important requirement that law enforcement be
notified when facts or circumstances developed in the intelligence investigation “reasonably indicate that
a significant federal crime has been, is being, or may be committed.”  But the August 2001 memo also
clarified several important elements from the July 1995 Procedures – that the notification requirement is
mandatory; that a “reasonable indication” is less than probable cause but more than a mere hunch; that
“significant federal crime” includes any federal felony; and that when notification is required it is required
without delay.  The August 2001 memo prescribed monthly briefings of the Criminal Division by the
FBI on all intelligence cases that meet the notification standards.  In an apparent bow to the FISC, the
memo required the FBI to notify OIPR before contacting the Criminal Division, and to give OIPR a
“reasonable opportunity to be present for such contacts,” not merely to be notified of them.46  The
August 2001 memorandum did not change the advice-giving standards in the July 1995 Procedures.

d.  The USA Patriot Act.

In early September 2001, shortly after the attacks, DOJ sent Congress an amendment to FISA
designed to permit greater coordination between intelligence and law enforcement.  The amendment,
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which ultimately became Section 218 of the Patriot Act, was based on the 1995 OLC memorandum
discussed above, and would have replaced “the purpose” with “a purpose” in the certification
provisions of 50 U.S.C. §§ 1804(a)(7)(B) and 1823(a)(7)(B).  This amendment did not challenge the
courts’ interpretation of “foreign intelligence information” to exclude information sought for law
enforcement efforts to protect national security.  Instead, it made clear that law enforcement may
nevertheless be the primary purpose of FISA searches or surveillance as long as “a purpose” remains
that does not involve law enforcement.  Eventually, the Department of Justice acceded to Congressional
preferences, and “a purpose” was changed to a “significant purpose” in the final version of Section
218.47  The basic approach and effect of the amendment, however, remained unchanged.

A second wall-related amendment in the Patriot Act came from Senator Leahy.  In its final form
as Section 504 of the Patriot Act, this amendment provided:

(1) Federal officers who conduct [electronic surveillance or physical searches] to
acquire foreign intelligence information under this title may consult with Federal law
enforcement officers to coordinate efforts to investigate or protect against –

(A) actual or potential attack or other grave hostile acts of a foreign power or
an agent of a foreign power;

(B) sabotage or international terrorism by a foreign power or an agent of a
foreign power; or

(C) clandestine intelligence activities by an intelligence service or network of a
foreign power or by an agent of a foreign power.

(2) Coordination authorized under paragraph (1) shall not preclude the certification
required by [50 U.S.C. §§ 1804(a)(7)(B) and 1823(a)(7)(B)] or the entry of an order
under [50 U.S.C. §§ 1805 and 1824].48

Section 504 took a different approach than Section 218.  Rather than changing the amount of
“purpose” required for a FISA search or surveillance, it seemed to reflect an understanding that
“foreign intelligence information” included information sought for law enforcement efforts to protect
national security.  That is because, in defining the scope of authorized consultation and coordination,
Section 504 incorporated verbatim the foreign threats to national security that are specified in the
definition of “foreign intelligence information” – attack, sabotage, terrorism, and espionage committed
by foreign powers or their agents.49  It authorized consultations to coordinate the government’s “law
enforcement” and intelligence “efforts to investigate or protect” against such threats.  Thus, the
amendment seemed to recognize that law enforcement investigations and efforts, as well as intelligence
investigations and efforts, can “protect” against the threats, in keeping with the original meaning of
“foreign intelligence information.”
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Moreover, Section 504 provided that authorized coordination “shall not preclude” the
statutorily required certification or finding of a purpose to obtain foreign intelligence information.  That
aspect of the amendment followed logically from its basic tenet:  By definition, coordination authorized
by Section 504 must be in furtherance of a purpose to protect against the threats specified in the
definition of “foreign intelligence information”; accordingly, authorized coordination cannot “preclude” a
purpose to obtain foreign intelligence information – on the contrary, it is affirmative evidence of that
purpose.  In any event, that was the meaning the Department of Justice ultimately ascribed to the
amendment; others did not always agree.50

e.  Implementation of the Patriot Act in the FISC.

Even armed with Sections 218 and 504, Department of Justice initially could not tear down the
wall.  In November 2001, in the first FISA applications filed after the Patriot Act, the FISC blocked
efforts to implement the Act.  In the words of the Court of Review, the FISC “took portions of the
Attorney General’s augmented 1995 Procedures – adopted to deal with the primary purpose standard
– and imposed them generically as minimization procedures” in all cases.51  Thereafter, components
within the Department of Justice considered how to respond to the FISC’s order.52

On March 6, 2002, Attorney General Ashcroft adopted new coordination procedures to
replace the July 1995 Procedures.  The March 2002 Procedures generally permitted the total exchange
of information and advice between intelligence and law enforcement officials, emphasizing that “[t]he
overriding need to protect the national security from foreign threats compels a full and free exchange of
information and ideas.”53  Part II.A of the Procedures, which governs information-sharing, provided
that with minor exceptions, prosecutors “shall have access to all information developed in full field
[intelligence] investigations” that are conducted by the FBI, including investigations in which FISA is
being used.54  Correspondingly, the FBI was essentially required to keep prosecutors “apprised of all
information” from such investigations.55  Part II.B of the Procedures, which governs advice-giving,
allowed prosecutors to provide advice to the FBI about “all issues”56 in an intelligence investigation,
including advice about the use of FISA.57  It directed the FBI, OIPR, and prosecutors to meet
regularly, and as needed, to conduct consultations.58  The March 2002 Procedures explicitly permitted
consultations directly between prosecutors and the FBI, without OIPR present.59

In an order issued in May 2002, the FISC accepted some aspects of the March 2002
Procedures and rejected others.60  The FISC accepted in full the information-sharing provisions of the
Procedures, Part II.A.  Thus, the FISC approved the Department’s standards generally allowing
wholesale dissemination of information from intelligence investigations to law enforcement officials,
subject to specific limits imposed in particular cases.61  This was an evolutionary change, not a
revolutionary change, from the July 1995 Procedures as modified in January 2000 and August 2001.

However, the FISC rejected much of Part II.B of the March 2002 Procedures, which allows
law enforcement officials to give advice to intelligence officials.  Instead of allowing consultation and



9

coordination on “all issues” necessary to protect the United States from foreign threats to national
security, the FISC held that prosecutors and intelligence agents may consult on certain specified
matters,62 and imposed three limits on advice-giving.  First, it held that law enforcement officials may
“not make recommendations to intelligence officials concerning the initiation, operation, continuation or
expansion of FISA searches or surveillances,” and warned law enforcement officials not to “direct or
control the use of FISA procedures to enhance criminal prosecution.”63  Second, the FISC instructed
the FBI and prosecutors to “ensure that advice designed to preserve the option of a criminal
prosecution does not inadvertently result in [prosecutors’] directing or controlling the investigation using
FISA searches and surveillances toward law enforcement objectives.”64  Third, the FISC imposed a
“chaperone” requirement, holding that prosecutors may not consult with intelligence agents unless they
first invite OIPR to participate in the consultation, and that OIPR must participate unless it is “unable” to
do so.  If OIPR does not participate, the FISC held, it “shall be apprised of the substance of the
meetings forthwith in writing so that the [FISC] may be notified at the earliest opportunity.”65

f.  The FISA Appeal.

Dissatisfied with the FISC’s decision, the Department of Justice decided to appeal to the
Foreign Intelligence Surveillance Court of Review, a court that had never before been convened.66  The
Department of Justice submitted two briefs to the Court of Review, and the American Civil Liberties
Union and the National Association of Criminal Defense Lawyers each submitted an amicus brief in
support of the FISC’s decision (though they did not participate in oral argument).67

In November 2002, the Court of Review reversed the FISC’s decision and upheld in full the
March 2002 Procedures.  It held that FISA allows complete coordination between intelligence and law
enforcement officials, even if such coordination results in what might be characterized as law
enforcement “direction” or “control” of an investigation.68  Under the Court of Review’s decision, FISA
may be used primarily for the purpose of obtaining evidence to prosecute a foreign spy or terrorist, and
prosecutors may provide any advice, including advice on the use of FISA itself, in furtherance of such a
purpose.69  The Court found “simply no basis” for the FISC’s decision “to limit criminal prosecutors’
ability to advise FBI intelligence officials on the initiation, operation, continuation, or expansion of FISA
surveillances to obtain foreign intelligence information, even if such information includes evidence of a
foreign intelligence crime.”70  Indeed, the Court of Review stated that in doing so the FISC “may well
have exceeded the constitutional bounds that restrict an Article III court.”71  There are three important
aspects to the Court of Review’s decision, each of which is discussed below:  (i) its interpretation of
FISA as enacted in 1978; (ii) its interpretation of Sections 218 and 504 of the Patriot Act; and (iii) its
conclusions about the nature and scope of judicial review of the government’s purpose for using FISA.

i.  The Court of Review began by analyzing FISA as enacted in 1978.  Reviewing the statutory
definitions of “foreign power,” “agent of a foreign power,” and “foreign intelligence information,” the
Court of Review concluded that the latter term “includes evidence of crimes such as espionage,
sabotage or terrorism.”72  Reviewing the House and Senate Reports, the Court found that they “cast
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[no] doubt on the obvious reading of the statutory language.”  Thus, the “FISA passed by Congress in
1978 clearly did not preclude or limit the government’s use or proposed use of foreign intelligence
information, which included evidence of certain kinds of criminal activity, in a criminal prosecution.”73 
Indeed, the Court concluded, “it is virtually impossible to read the 1978 FISA to exclude from its
purpose the prosecution of foreign intelligence crimes.”74

In light of the text and legislative history of FISA, the Court of Review found it “quite puzzling
that the Justice Department, at some point during the 1980s, began to read the statute as limiting the
Department’s ability to obtain FISA orders if it intended to prosecute the targeted agents [of a foreign
power] – even for foreign intelligence crimes.”75  By 1995, however, the Court of Review understood
that the Department was hemmed in, acknowledging that the Procedures issued in July of that year
limited coordination “[a]pparently to avoid running afoul of the primary purpose test used by some
courts.”76  The Court of Review stated:  “We certainly understand the 1995 Justice Department’s effort
to avoid difficulty with the [FISC], or other courts; and we have no basis to criticize any organization of
the Justice Department that an Attorney General desires.”77

The Court of Review’s analysis meant that, as enacted in 1978, FISA could have been used
not just primarily, but exclusively to obtain evidence needed to prosecute a spy or terrorist, because
such evidence was itself “foreign intelligence information.”  Accordingly, there was never any need to
build a wall between intelligence and law enforcement.  To be sure, FISA could not be used against
ordinary criminals, because they posed no foreign threat to national security.  Thus, Bonnie and Clyde,
John Gotti, and corrupt Wall Street traders were immune from FISA surveillance.  The same was true
of Timothy McVeigh – as a domestic terrorist, evidence of his crimes was not (and is not) “foreign
intelligence information.”78  But international spies, terrorists, and saboteurs whom the government
intended to prosecute were fair game for FISA surveillance and searches.

ii.  Had that been the end of the Court’s opinion, it would have been a clean theoretical win for
the government.  In an unusual twist, however, the Court of Review took its analysis of the Patriot Act
one step further.  Having criticized the misreading of FISA that prevailed since the 1980s, the Court
acknowledged that the misreading had also prevailed when Congress passed Section 218 of the Patriot
Act – because DOJ had decided not to challenge it – and so the Court concluded that the Act implicitly
codified the misreading into law.  The Court explained:  “even though we agree that the original FISA
did not contemplate the ‘false dichotomy’ [between intelligence and law enforcement], the Patriot Act
actually did – which makes it no longer false.”79  Thus, the Court of Review concluded, FISA today
cannot be used exclusively to gather evidence for prosecution – even prosecution of a terrorist.  Under
the “significant purpose” amendment, it can be used primarily for such a prosecution, as long as a
significant non-law enforcement purpose remains.  According to the Court of Review, therefore,
Section 218 of the USA Patriot Act actually reduced the government’s authority under FISA.80

The Court of Review also imposed a second limit on the use of FISA.  It held that FISA may
be used primarily to obtain evidence for a criminal prosecution, but only if the prosecution concerns an
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offense related to a foreign intelligence threat.  The Court divided crimes into two categories:  “foreign
intelligence crimes” and “ordinary crimes.”  A foreign intelligence crime is any crime “referred to in
section 1801(a)-(e)” of FISA – i.e., espionage and international terrorism, unlawful clandestine
intelligence activities, sabotage, identity fraud offenses committed for or on behalf of a foreign power,
and aiding and abetting or conspiring to commit these offenses.81  Moreover, any crime inextricably
intertwined with foreign intelligence activity – such as a bank robbery committed to finance terrorist
activity, or credit card fraud designed to maintain the cover of a sleeper spy – is also a foreign
intelligence crime.82  By contrast, an ordinary crime is one “‘totally unrelated to intelligence matters,’”83

such as when a foreign spy murders his wife to be with his mistress, or when an international terrorist is
also a consumer of child pornography.  The Court held that FISA may be used primarily to obtain
evidence of a foreign intelligence crime, but not of an ordinary crime.84

iii.  The Court of Review also changed the nature and scope of judicial inquiry into the
government’s purpose for using FISA.  Under prior law, as noted above, the FISC (and other courts)
determined the government’s purpose by reviewing consultations and coordination between line
attorneys and agents, and compared intelligence and law enforcement purposes to find which one was
primary.  The Court of Review flatly rejected that approach.  It held that the Patriot Act “eliminated any
justification for the [FISC] to balance the relative weight the government places on criminal prosecution
as compared to other counterintelligence responses.”85  Thus, the significance of a foreign intelligence
purpose is judged on its own terms, and does not vary according to the significance of a law
enforcement purpose.

More importantly, the Court of Review also held that the government’s purpose is determined
by the high-level certification that is a part of every FISA application, not the coordination between line
attorneys and agents in the field.  Thus, the Court held, the significant purpose test is “not a standard
whose application the [FISC] legitimately reviews by seeking to inquire into which Justice Department
officials” – law enforcement or intelligence – “were instigators of an investigation” or a request to use
FISA.86  Rather, “the government’s purpose * * * is to be judged by the national security official’s
articulation [in the FISA certification], and not by a [FISC] inquiry into the origins of an investigation
nor an examination of the personnel involved.”87  The “relevant purpose is that of those senior officials
in the Executive Branch who have the responsibility of appraising the government’s national security
needs,” and if the Attorney General “wishes a particular investigation to be run by an officer of any
division, that is his prerogative.”88  Where the FISC has doubts, “it can demand further inquiry into the
certifying officer’s purpose,” but an inquisition of line attorneys and agents would be inappropriate
because the certification represents the government’s purpose regardless of “whatever may be the
subjective intent of the investigators or lawyers who initiate an investigation.”89

3.  The Future.

The rise and fall of the FISA wall is a case study in our Constitutional system of divided
government.  It took all three branches of the national government to build the wall:  Congress had to
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express a policy preference for separating law enforcement and intelligence; courts had to issue
opinions implicitly reading FISA to require such separation; and the Department of Justice had to
accede to those interpretations and apply them internally.  Correspondingly, it took all three branches of
government to tear down the wall:  Congress had to pass the Patriot Act (and the President had to sign
it); the Justice Department had to take an unprecedented appeal advancing novel legal arguments; and
the Court of Review had to issue its decision substantially agreeing with those arguments.

Future progress will also require cooperation among the branches of government.  Set out
below are (a) several predictions about what will happen depending on how Congress and the
President respond to the upcoming Patriot Act sunset; and (b) my recommendations for how best to
move forward.

a.  Predictions.

The Subcommittee is holding these hearings because Congress now faces the question whether
to renew Section 218 of the Patriot Act (Section 504 is not subject to the sunset provisions).90  In
practical terms, Congress must choose among three possibilities:  (i) do nothing, and allow Section 218
to sunset; (ii) renew Section 218, and maintain the status quo; or (iii) explicitly rebuild the wall.  Each of
these three possibilities is discussed below.

i.  If Congress does nothing, Section 218 will generally sunset at the end of this year.  Ironically,
I believe the sunset will probably expand the government’s authority.  As explained above, the Court of
Review concluded that, as enacted in 1978, FISA could be used exclusively, not just primarily, to
gather evidence for use in a criminal prosecution of a spy or terrorist.  In other words, Section 218
actually reduced the government’s authority by requiring a “significant” non-law enforcement purpose
where no such purpose was required before.  If Section 218 sunsets, the government will almost surely
argue that the original (newly discovered) meaning of FISA has been restored.  I have not made a
detailed study of the law in this area, but my sense is that DOJ may well prevail in that argument.  And
you may be confident that DOJ will base its argument in part on the idea that Congress implicitly
endorsed broader governmental power because, although it was on notice – through briefings I gave in
2002 and today’s hearings – it did not act to stop the sun from setting.91

ii.  If Congress renews Section 218, it will effectively endorse the status quo.  If you decide to
do this – as I believe you should for reasons explained below – it makes sense not only to lift the sunset,
but also explicitly to endorse the reasoning and result of the Court of Review.  Whether or not you
agree with its outcome, the Court of Review’s opinion is a very sophisticated and technically sound
interpretation of a complex statute.  If Congress were to adopt its reasoning, it would provide guidance
that is equally sophisticated and sound.  That, above all, is what the country needs in this area.  This
could be done either through explicit legislative history endorsing the Court of Review’s decision, or
(perhaps better) through a “sense of the Congress” provision that is actually passed.
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iii.  Finally, if you prefer to rebuild the wall, and return to the “primary purpose” test, then you
should change “significant” to “primary” in the certification provisions of 50 U.S.C. §§ 1804(a)(7)(B)
and 1823(a)(7)(B), repeal Section 504, and amend the definition of “foreign intelligence information” by
adding the phrase, “not including protection against the foregoing using law enforcement methods, such
as criminal prosecution,” immediately after 50 U.S.C. § 1801(e)(1)(C).  Obviously, I believe this would
be a grave error.

b.  Recommendations.

In my view, Congress should eliminate the sunset on Section 218 and explicitly endorse the
reasoning and decision of the Court of Review.  That approach has three main virtues:  (i) it makes us
safer because it improves the efficiency and effectiveness of the government’s efforts to protect against
foreign threats to national security; (ii) it enhances protections for civil liberties; and (iii) it offers much-
needed stability in a vital area of law.

i.  Keeping the wall down will make us safer.  For those with little experience in law
enforcement or national security investigations, the harm caused by limits on coordination may not be
obvious.  But the harm is real.  To protect national security effectively, domestic intelligence and law
enforcement must closely coordinate their operational activities.  Properly understood, they are
separate but similar tools in the President’s national security toolbox – far more similar to each other
than either one is to other tools like diplomacy, military strikes, covert paramilitary action, or economic
initiatives.  They seek much the same information about foreign spies and terrorists, particularly within
the United States, and they use many of the same investigative techniques to collect and process that
information – for example, judicially approved, targeted searches and wiretaps (e.g., under FISA or
Title III); undercover agents and recruited informants; and lures or “honeypots” to attract would-be
perpetrators (though law enforcement is here somewhat circumscribed by entrapment doctrine).92 
These similarities apply not only to investigations of espionage and terrorism themselves, but also to
investigations of ordinary crimes committed to finance or otherwise facilitate espionage and terrorism.93

The similarities between intelligence and law enforcement make coordination essential.  As I
testified before the Senate Judiciary Committee in September 2002 (as a government witness):

When we identify a spy or a terrorist, we have to pursue a coordinated, integrated,
coherent response.  We need all of our best people, intelligence and law enforcement
alike, working together to neutralize the threat.  In some cases, the best protection is
prosecution – like the recent prosecution of Robert Hanssen for espionage.  In other
cases, prosecution is a bad idea, and another method – such as recruitment – is called
for.  Sometimes you need to use both methods.  But we can’t make a rational decision
until everyone is allowed to sit down together and brainstorm about what to do.94
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Law enforcement officials can add value to an intelligence investigation by bringing perspective,
expertise, and certain investigative tools.  By and large, as a result of their training and experience,
prosecutors and other law enforcement officials are able and inclined to address national security
threats through law enforcement efforts.95  By bringing that perspective to bear, law enforcement
officials may identify ways to neutralize a national security threat that do not occur to counterintelligence
officials.  For example, an Assistant United States Attorney may be better than an FBI intelligence
agent or an OIPR lawyer at identifying a viable prosecution for providing material support to a terrorist
organization.96  If such a prosecution puts a stop to fundraising by terrorists, it protects national security.

Law enforcement officials also have expertise in conducting complex investigations and
assembling cases generally, and there is a growing cadre of federal prosecutors with extensive expertise
in espionage and terrorism cases.  Law enforcement officials can offer assistance to intelligence agents
in formulating an interview strategy to obtain leads to additional or corroborating information.  They can
also help to ensure that undercover operations are designed to avoid entrapment or other legal
problems.  Law enforcement officials experienced in national security cases can provide valuable
strategic and tactical guidance on a variety of issues that may aid in protecting sensitive sources and
methods and other classified information from exposure in future litigation.  Such expertise helps to
ensure the success of any prosecution that may occur and also helps even if no prosecution ever
occurs.  Many law enforcement officials have expertise in financial review and analysis, and can assist
intelligence agents in reviewing complex money trails.  In that respect, particularly, their expertise may
assist the investigation even if no prosecution is ever brought.  Of course, intelligence officials also have
expertise in certain of these areas; adding law enforcement officials to the mix can only enhance that
expertise.

Finally, prosecutors and other law enforcement officials provide certain investigative tools that
are not available to counterintelligence officials.  Prosecutors can use the grand jury not only to obtain
documents, but to compel testimony in furtherance of a lawful criminal investigation.97  National security
letters, which may be issued by FBI agents, and FISA tangible things orders, which may be issued by
the FISC, are not as powerful, primarily because they cannot compel the attendance of witnesses.98 
Prosecutors can invoke mutual legal assistance treaties with other nations.  And, of course, prosecutors
can offer immunity from prosecution or motions for reduction in sentence in exchange for cooperation,99

which may in certain cases produce extraordinary foreign intelligence information.100

In my 2002 testimony before your Senate counterparts, I offered a medical analogy, comparing
terrorism to cancer.  Both involve cells that are hidden in a larger organism and that attempt to kill the
organism.  In some cases, cancer is best treated with surgery as terrorism is best treated with
prosecution.  In other cases, however, cancer is best treated with chemotherapy as terrorism is best
treated with intelligence methods.  In some cases, both approaches are required.  But no rational
patient would seek treatment at a hospital where the surgeons and oncologists cannot coordinate about
how best to stop the disease.  Or, to be more precise and carry the analogy one step further, no
rational patient would go to a hospital where, if the surgeons and oncologists do coordinate, they will be
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forbidden from using their most effective diagnostic tool – in medicine, an X-ray or MRI machine; in
national security, FISA.101

ii.  Although conventional wisdom says otherwise, I believe that keeping the wall down will, if
anything, enhance protections for civil liberties.  To understand why, it is important to remember that the
wall does not prevent the use in criminal trials of evidence obtained or derived from FISA; such use has
always been permitted.102  Nor does the wall prevent any search or surveillance from occurring – as
long as the intelligence officials using FISA are careful to eschew any contact with law enforcement
officials.  The only direct function of the wall is to prevent coordination – it is explicitly designed to stop
the government from connecting the dots.  Its secondary effect may be to prevent use of FISA
information in criminal trials, but only because prosecutors don’t have timely knowledge of, or input
into, intelligence investigations.

With the wall down, more DOJ lawyers may become more involved in national security
investigations, as they are now involved in ordinary criminal investigations.  More lawyers means more
oversight, and lawyer oversight of intelligence matters is how this country has protected civil liberties for
more than 30 years – since the Church Committee report, as currently embodied in Executive Order
12333, and as recently endorsed by the WMD Commission.  Civil libertarians ought to oppose the wall
because its main effect is to keep lawyers out of intelligence investigations.

Some fear that prosecutors may push national security investigations towards law enforcement
remedies.  As a complaint about civil liberties (rather than effectiveness), however, this strikes me as
quite misguided.  If the government confronts a national security threat, and determines that the best
way to protect against the threat is to incarcerate someone, civilian prosecution is one obvious option. 
With the wall down, and prosecutors at the table, civilian prosecution becomes a real possibility.  By
contrast, with the wall up, and prosecutors excluded from discussions, civilian prosecution is much less
likely to prevail as the remedy of choice.  In a case where detention is required, other methods may
therefore be used, including immigration or military detention.103  I am not saying there is anything wrong
with those approaches, but the Supreme Court has held that “the full protections that accompany
challenges to detentions in other settings may prove unworkable and inappropriate in the enemy-
combatant setting,” at least when the U.S. citizen involved was captured on the battlefield abroad.104 
Let me be clear:  I do not mean to raise the specter of mass military detentions if the wall is rebuilt.  I
mean only to say that civil libertarians generally support lawyer oversight of national security activities,
and they generally prefer civilian to military justice, and that they therefore ought to welcome the
involvement of prosecutors in national security investigations, and oppose the wall.

iii.  Finally, endorsing the Court of Review’s decision yields stability.  Although the Court of
Review’s decision binds the FISC, and the government, it is not the last word in this area because it
does not control any other federal court.  Any district court, or court of appeals, may have to interpret
the statute in the context of a criminal case in which information obtained or derived from FISA is
used.105  If Congress explicitly adopts or endorses the Court of Review’s decision, and makes
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corresponding legislative changes, however, the statutory question will be resolved universally.  On the
constitutional front, the Court of Review’s analysis is quite persuasive, and will be even more persuasive
with an explicit Congressional endorsement.  From the perspective of safety, and the perspective of
civil liberties, this country needs a clear and stable articulation of the law.  Congress is now in a position
to provide that.

To offer one practical example illustrating the need for clarity and stability, consider the training
of DOJ and FBI personnel.  Following the Court of Review’s decision in November 2002, Attorney
General Ashcroft and Deputy Attorney General Thompson ordered extensive training for all
Department personnel who work on national security matters.  This order culminated in multiple training
sessions, of several days’ duration, for thousands of FBI agents and DOJ lawyers in the spring and
summer of 2003.  The training included instructors from the Criminal Division, U.S. Attorneys’ Offices,
OIPR, FBI, CIA, Department of Homeland Security, and other agencies.  The highlight of the training
was a hypothetical exercise that unfolded in 12 discrete segments and required participants to use the
legal and practical knowledge they had gained to protect the country from a dirty bomb attack, with
emphasis on coordination and information-sharing.  The training, and particularly the hypothetical
exercise, was generally well received.  If the wall is later rebuilt, however, the Department of Justice will
have to expend equal time and energy to re-train its personnel – this time, to avoid coordination.  It will
take months, or years, for that re-training to take hold.

c.  National Security Division.

At the risk of exceeding my mandate, I would like to close with one more recommendation.  If
the legal wall between intelligence and law enforcement remains down, as I believe it should, then
Congress should also discuss a corresponding organizational change.  I agree with the WMD
Commission that Congress and the President should at least consider creating a National Security
Division inside the Department of Justice.  A National Security Division would make us safer in three
important ways, and it would also help safeguard civil liberties.  It answers the long-standing question of
whether to create an American version of Britain’s MI-5, with a solution tailored to the counter-
intelligence training, culture, and traditions of our country.106

First, a National Security Division would quickly improve coordination within the Department
of Justice itself.  At a time when the national security mission is preeminent, DOJ is structured as if
national security were an afterthought.  Its principal responsibilities in this area – searches and
surveillance, law enforcement, economic security, information security, and emergency planning – are
scattered far and wide within the agency.  Moreover, apart from a few high-level staffers in the
Department’s front offices, there is no real umbrella structure to hold the pieces together.  A National
Security Division would streamline the current hodgepodge, foster coherent operational and policy
development, and help establish a distinct DOJ national security culture.
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Second, a National Security Division would facilitate coordination between DOJ and other
federal, state, and private-sector entities.  The Department today has no single, central point of contact
for national security matters.  As a result, when other members of the U.S. Intelligence Community
want to coordinate with DOJ, they literally may not know where to call.  Worse, when they don’t want
to coordinate, they can forum shop (without breaching inter-agency protocol) by contacting the DOJ
component least likely to oppose their desires, hoping that DOJ doesn’t connect the dots in time to
bring its other national security components to the table.

Third – and most important – a National Security Division would make the FBI more effective. 
For more than 50 years, the Bureau has trained its agents to work closely with DOJ lawyers. 
Particularly in complex cases, lawyers and agents coordinate from the beginning, in part because many
of the most effective investigative techniques – including subpoenas, search warrants, electronic
surveillance, and certain undercover operations – require DOJ’s participation.  Experience shows
unequivocally that agents and lawyers working together produce better results than either group
working alone, whether or not a case ends up being litigated in court.

In national security matters, however, the FBI and DOJ continue to operate as if it were 1940,
with agents and lawyers working apart rather than together.  Until November 2002, when a federal
court dismantled the legal wall between counter-intelligence and law enforcement, prosecutors were
kept away from national security investigations and programs, and other elements of DOJ lacked the
personnel to participate fully in them.  A National Security Division would have the authority, resources,
focus, and clout to work closely with the FBI, both at headquarters and in the field.  It would modernize
the FBI by taking advantage of the agent-lawyer cooperative model that works so well in other
contexts.  It would represent the best American analogue to MI-5.

Last, but not least, as discussed above, a National Security Division could only enhance
protection of civil liberties by bringing lawyers – with their legal expertise and perspective – into national
security operations as they now participate in law enforcement operations.  Thus, for example, just as
DOJ lawyers have long sat on the committee that reviews risky FBI undercover operations in criminal
cases, so they would now sit on its national security counterpart.

The principal argument against creating a National Security Division is that it would separate
national security lawyers from other prosecutors, and thereby reduce the synergies between them.  This
is not a trivial argument.  But DOJ has specialized prosecutors in its Antitrust, Civil Rights,
Environmental, and Tax Divisions because of a belief that greater synergies arise from grouping
employees by mission rather than by the legal technique designed to achieve that mission.  Thus it was
that the civil rights section of the Department’s Criminal Division became the criminal section of its Civil
Rights Division when the latter was created in 1957.  In that era, the move reflected a belief that
prosecution would be most effective as part of a single, coordinated effort using all available methods to
protect civil rights.  Today, I believe, the same is true of national security.
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The New York Times reported recently that DOJ is considering the creation of a National
Security Division.107  It makes eminent sense for Congress to give DOJ the first crack at this issue, and
the opportunity to write either a proposal for creating a National Security Division or an explanation of
why it should not be created.  Congress need not take the lead on this, but could require a report from
DOJ within 180 days.

Thank you for the opportunity to testify on these important and interesting matters.
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1. Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001 (USA Patriot Act), Pub. L. No. 107-56, 115 Stat. 272 (Oct. 26,
2001).  This testimony is based primarily on the November 2002 decision of the Foreign Intelligence
Surveillance Court of Review (FISCR or Court of Review), In re Sealed Case, 310 F.3d 717 (per
curiam); the Brief and Supplemental Brief for the United States filed in connection with that decision;
and the May 2000 Final Report of the Attorney General’s Review Team on the Handling of the
Los Alamos National Laboratory Investigation (AGRT Report).  In places, the statement uses
portions of the government’s briefs verbatim, without quotation marks (I was the principal author of
those briefs).  Other sources are cited and quoted in the traditional manner.  An earlier version of this
document, containing certain client confidences as authorized by the Department of Justice, was
submitted to the National Commission on Terrorist Attacks Upon the United States.  This testimony
contains no client confidences and was approved for publication by the Department of Justice under 28
C.F.R. § 17.18.

2. In re Sealed Case, 310 F.3d at 721.

3. See Patriot Act Section 224.  Section 224 provides generally for a December 31, 2005 sunset for
several provisions of the Patriot Act, including Section 218.  There is no sunset provision for Section
504 of the Patriot Act.

4. 50 U.S.C. §§ 1804(a)(3), 1804(a)(4)(A), 1823(a)(3), 1823(a)(4)(A).  A “foreign power” is defined
by FISA to include, among other things, a “foreign government or any component thereof,” and a
“group engaged in international terrorism.”  50 U.S.C. §§ 1801(a)(1), (4).  The statute defines “agent
of a foreign power” to include any person who “knowingly engages in * * * international terrorism
* * * for or on behalf of a foreign power,” and any person “other than a United States person” – e.g.,
someone other than a U.S. citizen or permanent resident alien – who is a “member” of a group engaged
in international terrorism.  50 U.S.C. §§ 1801(b)(1)(A), (b)(2)(C), (i).  “International terrorism” is
defined by FISA to require activities that (1) involve violent or dangerous acts that violate U.S. law (or
would do so if committed here); (2) appear to be intended to “intimidate or coerce” a civilian
population, to “influence” government policy through “intimidation or coercion,” or to “affect the
conduct of government by assassination or kidnapping”; and (3) either “occur totally outside the United
States, or transcend national boundaries” in various ways.  50 U.S.C. § 1801(c).

5. 50 U.S.C. §§ 1805(a)(3)(A), 1824(a)(3)(A).

6. 50 U.S.C. § 1804(a)(7)(B).

7. 50 U.S.C. §§ 1805, 1824; H.R. Rep. No. 95-1283, Part I, 95th Cong., 2d Sess. 80-81 (1978)
[hereinafter House Report].

Notes
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8. United States v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980).  Truong applied pre-FISA
law because the surveillance in question took place before enactment of the statute, id. at 914 n.4, but it
exerted a profound influence on later decisions applying FISA.  See In re Sealed Case, 310 F.3d at
725 (noting that the “origin of * * * the * * * dichotomy between foreign intelligence information that is
evidence of foreign intelligence crimes and that which is not appears to have been” Truong).

9. See United States v. Duggan, 743 F.2d 59, 78 (2d Cir. 1984); United States v. Badia, 827 F.2d
1458, 1464 (11th Cir. 1987); United States v. Pelton, 835 F.2d 1067, 1075 (4th Cir. 1987); United
States v. Johnson, 952 F.2d 565, 572 (1st Cir. 1992).

10. The threats specified in the definition of “foreign intelligence information” are:

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent
of a foreign power;

(B) sabotage or international terrorism by a foreign power or an agent of a foreign
power; or

(C) clandestine intelligence activities by an intelligence service or network of a foreign
power or by an agent of a foreign power.

50 U.S.C. § 1801(e)(1).  A second definition of “foreign intelligence information,” in 50 U.S.C.
§ 1801(e)(2), includes information relevant or necessary to “the national defense of the United States”
or “the conduct of the foreign affairs of the United States.”  This definition, which generally involves
information referred to as “affirmative” or “positive” foreign intelligence rather than “protective” foreign
intelligence or “counterintelligence” information, is rarely the object of surveillances in which purpose
issues arise, because affirmative intelligence information is usually not evidence of a crime.  See S. Rep.
No. 95-701, 95th Cong., 2d Sess. 11 & n.4 (1978) [hereinafter Senate Intelligence Report].

11. 50 U.S.C. §§ 1806(a), 1825(a).  The statute provides that no “information acquired pursuant to” a
search or surveillance may be “disclosed for law enforcement purposes” or “used in a criminal
proceeding” absent the Attorney General’s permission.  50 U.S.C. §§ 1806(b), 1825(c).  This
provision is designed to ensure that an aggrieved party receives notice that he was subject to FISA
searches or surveillance so that he may seek suppression of evidence obtained or derived from FISA
before it is used in a “trial” or other proceeding.  50 U.S.C. §§ 1806(c) and (e), 1825(d) and (f).  See
House Report at 88-90.

12. The House Report on the 1978 version of FISA provides:

Finally, the term “foreign intelligence information,” especially as defined in [50 U.S.C.
§§ 1801(e)(1)(B) and (e)(1)(C)], can include evidence of certain crimes relating to
sabotage, international terrorism, or clandestine intelligence activities.  With respect to
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information concerning U.S. persons, foreign intelligence information includes
information necessary to protect against clandestine intelligence activities of foreign
powers or their agents.  Information about a spy’s espionage activities obviously is
within this definition, and it is most likely at the same time evidence of criminal activities. 
How this information may be used to “protect” against clandestine intelligence activities
is not prescribed by the definition of foreign intelligence information, although of course,
how it is used may be affected by minimization procedures, see [50 U.S.C. § 1801(h)]. 
And no information acquired pursuant to this bill could be used for other than lawful
purposes, see [50 U.S.C. § 1806(a)].  Obviously, use of “foreign intelligence
information” as evidence in a criminal trial is one way the Government can lawfully
protect against clandestine intelligence activities, sabotage, and international terrorism. 
The bill, therefore, explicitly recognizes that information which is evidence of crimes
involving clandestine intelligence activities, sabotage, and international terrorism can be
sought, retained, and used pursuant to this bill.

House Report at 49 (emphasis added).

The Senate Intelligence Committee’s report on the 1978 version of FISA contains similar
language:

Electronic surveillance for foreign counterintelligence and counterterrorism purposes
requires different standards and procedures.  U.S. persons may be authorized targets,
and the surveillance is part of an investigative process often designed to protect against
the commission of serious crimes such as espionage, sabotage, assassination, kidnaping,
and terrorist acts committed by or on behalf of foreign powers.  Intelligence and
criminal law enforcement tend to merge in this area.

Senate Intelligence Report at 10-11 (emphasis added, footnote omitted).  As noted in the government’s
principal brief on appeal to the Court of Review (pages 38-39 & n.13), and in the Court’s opinion (310
F.3d at 725), there are some contrary indications in the legislative history, but they are not sufficient to
overcome the clear meaning of the language quoted above (as well as other, similar language elsewhere
in the legislative history).

13. In Duggan, 743 F.2d at 78, the court affirmed a conviction because “the purpose of the
surveillance in this case, both initially and throughout, was to secure foreign intelligence information and
was not, as [the] defendants assert, directed towards criminal investigation or the institution of a criminal
prosecution.”  In Badia, 827 F.2d at 1464, the court relied on a finding that the surveillance “did not
have as its purpose the primary objective of investigating a criminal act.  Rather, surveillance was sought
for the valid purpose of acquiring foreign intelligence information, as defined by § 1801(e)(1).” 
Similarly, in Pelton, 835 F.2d at 1075, the court “reject[ed] Pelton’s claim that the 1985 FISA
surveillance was conducted primarily for the purpose of his criminal prosecution, and not primarily ‘for
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the purpose of obtaining foreign intelligence information’ as required by” FISA.  And in Johnson, 952
F.2d at 572, the court relied on its conclusion that the “primary purpose” of the surveillance, “from the
first authorization in July 1988, to July 1989, when appellants were arrested, was to obtain foreign
intelligence information, not to collect evidence for any criminal prosecution of appellants.”

14. As the government argued in its principal brief on appeal to the Court of Review (page 33):

Prosecution is often a most effective means of protecting national security.  For
example, the recent prosecution of Ahmed Ressam, who was charged with attempting
to destroy Los Angeles International Airport, protected the United States by
incapacitating Ressam himself from committing further attacks, and by deterring others
who might have contemplated similar action.  Moreover, as a result of his conviction
and sentence, Ressam agreed to cooperate with the government and provided
information about the training that he received at an al Qaeda camp overseas.  That
kind of prosecution thus protects the United States directly, by neutralizing a threat, and
indirectly, by generating additional foreign intelligence information.  The same is true of
the recent prosecution of Robert Hanssen:  By far the best source of intelligence on
Hanssen’s espionage activities is Hanssen himself; and the government gained access to
Hanssen only as a result of his capture, prosecution, and plea agreement.

The Court of Review agreed (310 F.3d at 724):  “The government argues persuasively that arresting
and prosecuting terrorist agents of, or spies for, a foreign power may well be the best technique to
prevent them from successfully continuing their terrorist or espionage activity.”

15. In some ways, this dichotomy goes back at least to the law enforcement proviso of the National
Security Act of 1947, which prescribed the jurisdiction of the CIA and the FBI, and prohibited the
CIA from engaging in domestic law enforcement.  The proviso states that the CIA “shall have no
police, subpoena, or law enforcement powers or internal security functions.”  50 U.S.C. § 403-3(d)(1). 
The purposes of this proviso are to prevent the CIA from exercising the kind of combined internal
security and external intelligence functions that have been characteristic of intelligence agencies in police
states and to prevent jurisdictional conflicts between the CIA and the FBI.

The law enforcement proviso has generally not been interpreted to exclude the CIA from all
domestic law enforcement-related activities.  Rather (setting aside Section 105A of the Act), the
proviso has been applied in accordance with the “principal purpose” test.  See, e.g., William C. Banks
& M.E. Bowman, Executive Authority for National Security Surveillance, 50 Am. U. L. Rev. 1,
32-34 (2000) (discussing the Commission on CIA Activities Within the United States, more commonly
known as the Rockefeller Commission).  Under this interpretation, CIA may provide assistance
requested by a law enforcement agency if CIA’s principal purpose in doing so is a foreign intelligence
or counterintelligence purpose.  Prior to the enactment of Section 105A, the practical application of the
test generally meant that CIA would provide a requesting law enforcement agency with previously
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collected or pre-existing CIA data, product, or equipment, and would provide law enforcement
agencies with information of “incidental” law enforcement value that CIA lawfully acquired during its
authorized foreign intelligence activities.  However, the CIA might well have been reluctant to undertake
a new collection at the request of a law enforcement agency because of the risk that such a collection
would be deemed inconsistent with the principal purpose test.

A request by a law enforcement agency for CIA to undertake a new collection directed against
a United States person (inside or outside the United States) or directed against someone inside the
United States (whether or not the proposed target is a U.S. person) raises issues under the “principal
purpose” test.  Any such request must be assessed on an individual basis to determine whether an
independent, “principal” foreign intelligence purpose would be served by performing the collection.  If
the answer to that question is “No,” the collection may not be undertaken.  (Whether or not the
principal purpose test is actually required by law, it is the standard actually used by the agencies in
question – at least as far as I know.)

16. See 50 U.S.C. §§ 1806(e), 1825(f).

17. The Foreign Intelligence Surveillance Act of 1978:  The First Five Years, S. Rep. No. 98-660,
98th Cong., 2d Sess. 15 (1984) [hereinafter Senate Five Year Report].

18. Implementation of the Foreign Intelligence Surveillance Act, H.R. Rep. No. 98-738, 98th

Cong., 2d Sess. 6 (1984) [hereinafter House Five Year Report].

19. In re All Matters Submitted to Foreign Intelligence Surveillance Court, 218 F. Supp. 611, 617
(FISC 2002), rev’d, In re Sealed Case, 310 F.3d 717 (FISCR 2002).

20. Truong, supra, 629 F.2d 908.  As mentioned above, note 8, supra, Truong was decided under
pre-FISA standards, id. at 914 n.4, but it exerted a profound influence on later decisions applying
FISA.

21. Id. at 916.

22. OLC Memo at 1.

23. IV Final Report of the Attorney General’s Review Team on the Handling of the Los Alamos
National Laboratory Investigation, Chapter 20, at 711 (May 2000) [hereinafter AGRT Report]. 
According to the AGRT Report (page 711), there were no written FISA guidelines or procedures
governing coordination during this period.  Prior versions of the Attorney General Guidelines for FBI
Foreign Intelligence Collection and Foreign Counterintelligence Investigations [hereinafter FCI
Guidelines] provided that “information obtained from [FISA] electronic surveillance and physical
searches” could be disseminated under “[FISA] court ordered minimization procedures.”  FCI
Guidelines, Part VII.B.3 (May 1995).  See
<<http://www.usdoj.gov/ag/readingroom/terrorismintel2.pdf>>.  (Earlier and later versions of the FCI
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Guidelines, from 1983 and 1999, were substantially similar.  See AGRT Report at 714 n. 948.) 
FISA’s statutory minimization provisions require the government to follow procedures in conducting a
search or surveillance that are “reasonably designed” to “minimize” the acquisition of nonpublic
information concerning unconsenting U.S. persons “consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information.”  50 U.S.C. §§ 1801(h)(1),
1821(4)(A).  The minimization provisions also provide, “notwithstanding” the rules governing foreign
intelligence information, for retention and dissemination (but not acquisition) of “evidence of a crime” for
“law enforcement purposes.”  50 U.S.C. §§ 1801(h)(3), 1821(4)(C).  Minimization procedures are
discussed at length in the government’s principal brief on appeal to the Court of Review (pages 6, 27-
30, 41-45) and in the Court’s opinion (310 F.3d at 730-732 and 728 n.16).  In November 2003, the
FCI Guidelines were substantially modified and renamed the Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence Collection [hereinafter NSI Guidelines].  See
<<http://www.usdoj.gov/olp/nsifactsheet.pdf>>.

24. AGRT Report at 712.  The AGRT Report also states that this system, with the Criminal Division in
a “defensive” role, “appears to have worked quite satisfactorily * * * both from the perspective of the
Criminal Division and from that of the FBI.”  Ibid.

25. Id. at 713.

26. Ibid.

27. Id. at 714.

28.The Southern District of New York operated under a different set of rules, known as the SDNY
Annex, and the investigation of the first World Trade Center bombing was also subject to a separate
set of rules articulated in a memorandum issued by Deputy Attorney General Gorelick.  Among other
things, the Gorelick Memo directed the assignment of (1) an Assistant United States Attorney who had
“knowledge of, but no active involvement in, the ongoing criminal investigations” to review information
developed in the intelligence investigation, and (2) an FBI agent from the criminal investigation who
would “remain involved in the on-going trial” but would “otherwise be assigned to the foreign
counterintelligence investigation.”

29. July 1995 Procedures, Part A, at ¶ 1.

30. Id. Part A, at ¶ 6; AGRT Report at 727.  The July 1995 Procedures also cautioned the Criminal
Division and the FBI to “ensure” that any advice given did “not inadvertently result in either the fact or
the appearance of the Criminal Division’s directing or controlling the [intelligence] investigation toward
law enforcement objectives.”  July 1995 Procedures, Part A, at ¶ 6.  They directed the FBI to maintain
“a log of all contacts with the Criminal Division,” and required all FISA renewal applications to “apprise
the FISC of the existence of, and basis for, any contacts among the FBI, the Criminal Division, and a
U.S. Attorney’s Office, in order to keep the FISC informed of the criminal justice aspects of the
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ongoing investigation.”  Id. Part A, at ¶¶ 4, 7.

31. See AGRT Report at 721-734; General Accounting Office, FBI Intelligence Investigations: 
Coordination Within Justice on Counterintelligence Criminal Matters is Limited (July 2001)
(GAO-01-780) [hereinafter GAO Report].

32. July 1995 Procedures, Part A, ¶ 6.

33. AGRT Report at 732.

34. Id. at 733.

35. Id. at 732.

36. Id. at 733.

37. Ibid.  In its July 2001 report, the General Accounting Office suggested that regardless of the July
1995 Procedures, the Department of Justice was limiting coordination between intelligence and law
enforcement officials to adhere to what it believed was the FISC’s requirements.  The GAO found that
a “key factor inhibiting * * * coordination [between the FBI and the Criminal Division] is the concern
over how the Foreign Intelligence Surveillance Court or another federal court might rule on the primary
purpose of the surveillance or search in light of such coordination.”  GAO Report at 3.  As discussed
below, subsequent events proved that right.  Even after the Patriot Act, the FISC did not allow the full
range of coordination between intelligence and law enforcement, and insisted that OIPR continue to
chaperone such coordination.

38. In May 2000, the AGRT Report recounted much of the history set forth in the text, and concluded
(page 706) that “[i]t was predictable and, perhaps, inevitable that, sooner or later, a price would have
to be paid for the Department’s failure to fix this ‘broken’ and ‘dysfunctional’ relationship” between the
FBI and the Criminal Division.

39. Id. at 709, 721-722.  I am less familiar with these efforts because I was not involved in national
security matters at this time.  Officials in OIPR or other DOJ components would be more able to
describe this period, including the ability of the Department to work with the FISA wall in particular
investigations or periods, such as the weeks and months preceding January 1, 2000.

40. This sharing of LHMs did not implicate the concerns that arose from in-person meetings, where a
conversation designed to share information from an investigation could easily morph into a conversation
containing advice about how to conduct the investigation.  However, it is fair to say, that directive and
other efforts did not produce the desired results.  As the GAO concluded, “Criminal Division officials
opined that these procedures had helped to improve coordination,” but that they were not enough. 
GAO Report at 4.
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41. As the July 2001 GAO Report explains (at page 4):

a [FISA] coordination working group headed by the Principal Associate Deputy
Attorney General developed a decision memorandum in late 2000.  The memorandum,
which required the Attorney General’s approval, recommended revisions to the 1995
procedures and detailed several options, including a preferred option, to address the
differing interpretations on the advice issue.  However, as of the completion of our
review [in July 2001], no decision had been made on the memorandum.  Consequently,
these issues continue to be impediments to coordination.  According to working group
officials, among those issues discussed in the decision memorandum were (1) the type
of advice the Criminal Division should be permitted to provide the FBI and (2) varying
interpretations as to whether certain criminal violations are considered “significant
violations” and, thus, trigger the Attorney General’s 1995 coordination procedures.

As staff to the Deputy Attorney General, I worked on this decision memo, and subsequent decision
memos on the same topic.

42. On April 4, 2001, the FBI adopted the so-called “Woods Procedures” (named after the FBI
lawyer who was their principal author) to ensure coordination between FBI Headquarters and FBI field
offices, and the accuracy of FISA applications.  On May 18, 2001, Attorney General John Ashcroft
issued a memorandum mandating direct contact between OIPR and FBI field offices; streamlined and
standardized FISA applications; regular meetings to coordinate FISA priorities; training for FBI agents
on the use of FISA and the July 1995 Procedures (which training was to be conducted jointly by law
enforcement and intelligence officials); and a report on the feasibility of a classified e-mail system linking
FBI Headquarters, FBI field offices, and the Main Justice Building.  In June 2001, the Counsel for
Intelligence Policy issued a memo to all OIPR staff prescribing measures to ensure that the Criminal
Division would be advised if OIPR learned of information that met the July 1995 Procedures’
notification standards.  At around the same time, the Deputy Attorney General ordered the FBI to
expand its inspections program to verify compliance with the July 1995 Procedures; the FBI
established a “Foreign Intelligence/Counterintelligence Audit” inspections program in August 2001.  As
staff to the Deputy Attorney General, I worked on many of these matters.

43. As staff to Deputy Attorney General Thompson, I worked on drafting the August 2001 memo.

44. See note 37, supra.  Confidential deliberations within the Executive Branch pertaining to the August
2001 memo, and confidential communications between DOJ and the FISC, are not discussed here.

45. August 2001 Memo at 1.

46. Id. at 3.
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47. As a practical matter, that change was determined during a colloquy between Senator Feinstein and
Attorney General Ashcroft during the latter’s testimony before the Senate Judiciary Committee on
September 25, 2001:

Senator Feinstein:  * * * I’d like to ask the same question I asked yesterday of
Mr. [Kris], with the intention of really brining this to your attention.  And this is on
section 153, the Foreign Intelligence Information and that section aims to clarify that the
certification of a FISA request is supportable where foreign intelligence-gathering is,
quote, “A purpose of the investigation.”  Now, the primary purpose test, as you well
know, has often been cited as one of the reasons that FISA meets the constitutional
requirements under the Fourth Amendment, and we're concerned that the elimination of
the test might place FISA in danger of being struck down by a court.

Now, Mr. [Kris] testified that the department does not believe that will be the
case.  But I would like to ask this question; what would your view be if instead of
adopting the attorney general’s proposal, FISA was amended to allow for a substantial
or significant purpose?

After turning to consult with his staff, Attorney General Ashcroft gave the following answer:

I think if I were forced to say if we’re going to make a change here, I think we
would move toward thinking to say that if “a purpose” isn’t satisfactory, saying “a
significant purpose” reflects a considered judgment that would be the kind of balancing
that I think we’re all looking to find.  If I were having to choose one of your words I
think that’s the one I would chose.

Thereafter, Senator Feinstein thanked the Attorney General, and all that remained to be done was the
drafting by Senate legislative counsel.  That is the essential story of the Patriot Act’s “significant
purpose” amendment.  2001 WL 1132689.

48. 50 U.S.C. §§ 1806(k), 1825(k) (emphasis added).

49. Compare 50 U.S.C. §§ 1806(k)(1)(A)-(C) and 1825(k)(1)(A)-(C), with 50 U.S.C.
§ 1801(e)(1)(A)-(C).

50. Here is how Senator Leahy described Section 504 at the time it was enacted (147 Cong. Rec.
S11004 (Oct. 25, 2001) (emphasis added)):

In addition, I proposed and the Administration agreed to an additional provision
in Section 505 [later changed to Section 504] that clarifies the boundaries for
consultation and coordination between officials who conduct FISA search and
surveillance and Federal law enforcement officials including prosecutors.  Such
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consultation and coordination is authorized for the enforcement of laws that protect
against international terrorism, clandestine intelligence activities of foreign agents, and
other grave foreign threats to the nation.  Protection against these foreign-based threats
by any lawful means is within the scope of the definition of ‘foreign intelligence
information,’ and the use of FISA to gather evidence for the enforcement of these laws
was contemplated in the enactment of FISA.  The Justice Department’s opinion cites
relevant legislative history from the Senate Intelligence Committee's report in 1978, and
there is comparable language in the House report.

Indeed, Senator Leahy and other Senators seemed to repeat this same argument – that “foreign
intelligence information” includes information sought for use in prosecutions of foreign spies and
terrorists – in a publicly available letter they sent to the FISC on July 31, 2002 (2002 WL 1949260):

We appreciate that “foreign intelligence information” sought under FISA may
be evidence of a crime that will be used for law enforcement purposes to protect
against international terrorism, sabotage, and clandestine intelligence activities by foreign
powers. * * * * [Quoting the 1978 House Report, the letter states that FISA]
“explicitly recognizes that information which is evidence of crimes involving clandestine
intelligence activities, sabotage, and international terrorism can be sought, retained, and
used pursuant to this bill.” * * * * Coordination between FBI Agents and prosecutors
is essential to ensure that the information sought and obtained under FISA contributed
most effectively to protecting the national security against such threats.

In its appeal to the Court of Review, the Department of Justice advanced this same argument –
i.e., that Section 504 supported its (new) interpretation of FISA as enacted in 1978, because “foreign
intelligence information” had always included information sought for law enforcement efforts to protect
national security (e.g., prosecuting a spy or terrorist).  I testified before the Senate Judiciary Committee
in September 2002 that Section 504 and Senator Leahy’s letter to the FISC “corresponds exactly” to
the government’s arguments in the Court of Review.  2002 WL 31033656.  (The Department itself did
not assert this interpretation of Section 504, or the 1978 version of FISA, until its appeal to the Court
of Review.  To explain why would require revealing client confidences.)

At the September 2002 hearings, however, Senator Leahy himself strongly disagreed with that
interpretation of Section 504:

I was surprised to learn that as, quote “The drafter of the coordination amendment”
close quote, of the USA Patriot Act, the [Department of Justice] cites my statement –
cites a Leahy statement to support its argument that there is no longer a distinction
between using FISA for a criminal prosecution and using it to collect foreign
intelligence.  Had the Department of Justice taken the time to pick up a phone and call
me, and incidentally I have a listed phone number, both home and at the office, I would
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have told them that was not, and is not, my belief.

2002 WL 31031849.  (This statement by Senator Leahy was included as footnote 7 of the
government’s supplemental brief in the Court of Review.)

As explained in more detail in the text, the Court of Review concluded that the Patriot Act did
not reinforce the original definition of “foreign intelligence information” to include information sought for
the prosecution of a spy or terrorist.  Indeed, the Court concluded that, despite Section 504, the Patriot
Act did exactly the opposite, and affirmatively codified into law the historical misreading of the 1978
version of the statute.  In re Sealed Case, 310 F.3d at 734-735.

51. Id. at 730.

52. Confidential deliberations within the Executive Branch are not discussed here.

53. March 2002 Procedures at 1.

54. Id. at 2-3.

55. Id. at 3.

56. Ibid.

57. Id. at 4.

58. Ibid.

59. Ibid.

60. In re All Matters Submitted to Foreign Intelligence Surveillance Court, 218 F.Supp.2d 611
(2002).

61. Ibid.

62. Ibid.  The specified matters were:

[1] exchanging information already acquired; [2] identifying categories of information
needed and being sought; [3] preventing either [the law enforcement or intelligence]
investigation or interest from obstructing or hindering the other; [4] [preventing the]
compromise of either investigation; and [5] [formulating] long term objectives and
overall strategy of both investigations in order to ensure that the overlapping intelligence
and criminal interests of the United States are both achieved.
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63. Ibid.  Thus, for example, law enforcement officials could not nominate targets for FISA searches or
surveillance.  Nor could they recommend that an existing FISA search or surveillance be conducted in a
particular way or seek particular information.

The FISC’s only significant reliance on the USA Patriot Act was to make the new procedures
arguably more restrictive than procedures that governed prior to the Act.  As explained in the
government’s principal brief to the Court of Review, prior written intelligence sharing procedures
governed consultations between intelligence agents and prosecutors, but not consultations between
intelligence agents and law enforcement agents.  The FISC’s order, however, applied at least in part to
law enforcement agents because it used the term “law enforcement officials” rather than “prosecutors.” 
In response to a motion for clarification filed by the government, the FISC explained that “[t]he Court
uses, and intended to use, the term ‘law enforcement officials’” in its opinion and order “in conjunction
with the source and context from which it originated, i.e., the recent amendments to the FISA.”  The
FISC stated that “[t]he new minimization procedures apply to the minimization process in FISA
electronic surveillances and physical searches, and to those involved in the process – including both FBI
agents and criminal prosecutors.”

64. Ibid.  The FISC’s approval of advice designed to “preserve” the option of a criminal prosecution,
and its ban on advice amounting to prosecutorial “direction or control” of an investigation, led the
government to file a motion for clarification.  The motion inquired whether the FISC intended to permit
advice designed to “enhance,” rather than merely to “preserve,” a criminal prosecution, a distinction
addressed at length in the AGRT Report from May 2000.  The motion asked the FISC either to delete
the reference to “preserv[ing]” advice or to explain in more detail the scope of any ban on “enhancing”
advice.  The FISC did neither.  This history is recounted on pages 18-20 of the government’s principal
brief in the Court of Review.

65. The FISC also adopted a new rule to the same effect:  “All FISA applications shall include
informative descriptions of any ongoing criminal investigations of FISA targets, as well as the substance
of any consultations between the FBI and criminal prosecutors at the Department of Justice or a United
States Attorney’s Office.”  FISC Rule 11 (later vacated).

66. Due to jurisdictional limits, the Department did not appeal the order of the FISC that modified the
March 2002 Procedures.  Instead, it identified a particular case, applied to the FISC for an order in
that case allowing it conduct surveillance while following the Attorney General’s March 2002
Procedures (rather than the FISC-approved version of those procedures), and then appealed from the
FISC’s order in that particular case.  See In re Sealed Case, 310 F.3d at 720-721.

67. Id. at 737.

68. Id. at 733-734.

69. Ibid.
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70. Id. at 731.

71. Ibid.

72. Id. at 723.

73. Id. at 727 (emphasis in original).

74. Id. at 723.  This interpretation of FISA may have been “impossible,” but it did in fact prevail for
nearly 25 years, during the tenure of several Attorneys General from both major political parties. 
Confidential deliberations within the Executive Branch are not discussed here.

75. Ibid.

76. Id. at 727.

77. Id. at 727 n.14.

78. Indeed, all of these criminals are and always have been safe from FISA for another, more
fundamental reason – they are not “agents of a foreign power” as defined by FISA, and therefore not
lawful FISA targets regardless of the government’s purpose.  See 50 U.S.C. § 1801(a)-(b).

79. In re Sealed Case, 310 F.3d at 735.

80. As a practical matter, this limitation is unlikely to inhibit necessary coordination between intelligence
and law enforcement officials.  Even when the government’s prosecutorial purpose is at its zenith, there
will still always (or almost always) be a “significant” non-prosecutorial purpose for conducting a FISA
search or surveillance.  For example, detection of espionage or terrorist communications networks,
taskings, and other tradecraft will invariably assist in developing appropriate diplomatic, military,
economic, or other non-law enforcement countermeasures.  Use of these or other non-law enforcement
countermeasures almost always is at least a significant purpose for conducting a search or surveillance
under FISA.  Indeed, the Court of Review itself recognized that this requirement “may not make much
practical difference.”  In Re Sealed Case, 310 F.3d at 735.  As the Court explained, if the FISA
application “articulates a broader objective than criminal prosecution – such as stopping an ongoing
conspiracy – and includes other potential non-prosecutorial responses, the government meets the
statutory test.”  Ibid.  The government should be able to meet that test, even when prosecution is its
dominant motive.

81. Id. at 723 & n.10.

82. Id. at 736.

83. Id. at 731 (quoting FISA’s 1978 legislative history).
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84. The Court of Review did not make much effort to tie that limitation to the text of the statute.  See
310 F.3d at 736 (“[W]e see not the slightest indication that Congress meant to give that power [to use
FISA primarily to obtain information for the prosecution of an ordinary crime] to the Executive Branch. 
Accordingly, the manifestation of such a purpose, it seems to us, would continue to disqualify an
application.”).  Of course, evidence of any crime obtained or derived from a lawful FISA search or
surveillance may be used in a subsequent prosecution; the limit applies only to the government’s
purpose and intent to use information at the time it seeks and conducts the search or surveillance.  See
50 U.S.C. §§ 1801(h)(3) and 1821(4)(C).

The limitation should not inhibit necessary coordination.  As a practical matter, it becomes an
issue only when an intelligence investigation reveals a serious crime that is not related to foreign
intelligence.  That does not often occur, because most serious crimes committed by agents of foreign
powers are in fact related to their foreign intelligence activities – e.g., international terrorists tend to
commit terrorism-related offenses (including crimes committed to fund or facilitate terrorism), and
foreign spies tend to commit espionage-related offenses (including crimes committed to fund or facilitate
espionage).  When the issue does arise, it may be appropriate for the FISA application to explain why
prosecution of that unrelated crime is not the primary purpose of the search or surveillance.  That
should not be difficult to establish.

85. In re Sealed Case, 310 F.3d at 735.

86. Id. at 736.

87. Ibid.

88. Ibid.

89. Ibid.  In keeping with that analysis, the Court of Review rejected the FISC’s Rule 11.  Rule 11
required every FISA application to include “informative descriptions of any ongoing criminal
investigations of FISA targets, as well as the substance of any consultations between the FBI and
criminal prosecutors at the Department of Justice or a United States Attorney’s Office.”  Id. at 729,
746.  Descriptions of ongoing criminal investigations are unnecessary, the Court of Review concluded,
because the significant purpose test does not require a comparison between intelligence and law
enforcement motives.  Descriptions of consultations among agents and prosecutors are unnecessary
because the relevant purpose under FISA is determined by the certifying official and the Attorney
General.

90. See Patriot Act Section 224.

91. If you decide that you want to expand DOJ’s authority along these lines, and remove any statutory
doubt, you should amend the definition of “foreign intelligence information” by adding the phrase
“including protection against the foregoing using law enforcement methods, such as criminal
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prosecution,” immediately after 50 U.S.C. § 1801(e)(1)(C).

92. For example, see “We Can Trap More Crooks With a Net Full of Honey,” by Michael Schrage,
Washington Post, Sunday, January 11, 2004, Outlook Section, pages B1 and B5 (noting government
use of fake child pornography Internet sites known as “honeypots”:  “In fact, Operation Pin [a multi-
national effort to crack down on child pornography using fake sites] and its honeypots – a term of art in
espionage referring to female spies skilled in seduction and betrayal – reflects an emerging trend with
enormous policy implications for the law, national security, commerce, and culture.”).

93. That is not to minimize the important differences between intelligence and law enforcement.  Much
of law enforcement (particularly domestic law enforcement) has nothing to do with national security,
and much of foreign intelligence (particularly affirmative intelligence) has nothing to do with law
enforcement.  Law enforcement remedies are always overt and serve many different goals –
punishment, deterrence, incapacitation, and in some eras, rehabilitation – whereas intelligence remedies
are often covert and are always focused on protection.  The training, skills, perspective, and culture of
government professionals in each area is necessarily somewhat different:  George Smiley (or James
Bond) would not be effective investigating crack cocaine dealers, and Dirty Harry would not be a good
spycatcher.

94. Testimony of David S. Kris before the Senate Committee on the Judiciary, September 10, 2002. 
2002 WL 31033656.

95. To be sure, that is not always the case, especially as the Department of Justice continues to move
from a reactive to a proactive model of law enforcement.  As a general matter, however, prosecutors
have an ability to view counterintelligence investigations with a law enforcement perspective.

96. See 18 U.S.C. § 2339B.

97. See generally, United States v. R. Enterprises, Inc., 498 U.S. 292 (1991).

98. See, e.g., 15 U.S.C. § 1681u (national security letter); 50 U.S.C. § 1861 (FISA subpoena).

99. See, e.g., 18 U.S.C. §§ 6001-6005 (immunity); United States Sentencing Guidelines § 5K1.1
(reduction in sentence).

100. Pages 701 to 706 of the AGRT Report provide some concrete examples of harm resulting from a
lack of coordination in the investigation of Wen Ho Lee (also noting, however, the necessarily
“speculative quality” of the analysis).  Among the consequences of the wall in that case were the fact
that “the Computer Crime Section of the Criminal Division was unable to serve as a critical resource for
the FBI in 1996 when it was examining the issue of access to Wen Ho Lee’s computer.”  The AGRT
also describes the following contributions the Criminal Division could have made (assuming that there
were no legal barriers):  (1) Verification of the predicate for the investigation.  (2) Authentication of
[certain materials provided by a source].  (3) Establishing the case against Wen Ho Lee, particularly his
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motive and intent to commit espionage.  (4) Preparation in the event that “Wen Ho Lee had headed for
the airport.”  In particular, the AGRT Report poses the following questions the Criminal Division might
have helped to answer:  “Could he have been arrested?  What about Sylvia [his wife]?  And, if
arrested, how exactly were the Criminal Division and a United States Attorney’s Office supposed to
put themselves in a position, essentially overnight, to even comprehend – let alone communicate to a
court – the substance of an investigation that had been going on, to one extent or another, for more than
four years?”  (5) The interview and polygraph of Wen Ho Lee, and in particular “identification of
matters to be addressed in a subject interview” and avoiding possible claims of coercion based on
requirements to cooperate stemming from Lee’s status as a government employee.

101. This medical analogy, and my testimony in general, has been criticized.  See, e.g., William C.
Banks, And the Wall Came Tumbling Down:  Secret Surveillance After the Terror, 57 U. Miami
L. Rev. 1147, 1172-1174 (2003).

102. See, e.g., 50 U.S.C. §§ 1801(h), 1806.

103. See, e.g., Hamdi v. Rumsfeld, 124 S. Ct. 2633 (2004).

104. Id. at 2650.

105. See 50 U.S.C. §§ 1806(3), 1825(f).

106. As understood by most Americans engaged in the current debate, MI-5 is a domestic security
agency separate from law enforcement.  Thus, creating an American MI-5 would require separating the
FBI’s national security elements from its law enforcement elements.  The main argument in favor of such
a proposal is cultural:  Domestic intelligence professionals can prosper, and work effectively, only if
they are freed from the shackles of a law enforcement mindset.  An excessive focus on discrete “cases”
rather than national “threats,” and on law enforcement solutions rather than other solutions to these
threats, makes the FBI ill-suited to the domestic intelligence mission.  On the other hand, the main
argument against splitting the FBI is that, culture aside, law enforcement and domestic intelligence must
work together if they are to function effectively.  Having dismantled the legal wall to permit operational
coordination between intelligence and law enforcement, it makes no sense to replace it with a
bureaucratic wall that inhibits such coordination.  If these opposing arguments are in equipoise – I am
not sure that they are – the tremendous transition costs associated with splitting the FBI counsel against
such radical surgery.

107. See Eric Lichtblau, A New Antiterror Agency is Considered, New York Times page A13,
March 25, 2005.


